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Executive Summary 
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Defining SOX Requirements 
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The COBIT Framework 
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The Role of IPScan in IT Security Operations 
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Key COBIT Guidelines and IPScan 
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COBIT Section:  Planning and Organization 
COBIT Objective IPScan Solution Capabilities 
PO 8.2 – Practices and Procedures for 
Complying with External Requirements:  
Plan practices and procedures for compliance 
with external requirements, such as 
regulations, standards, laws and 
requirements from business partners and 
customers. 

IPScan's network-wide access and address control 
policies enable global, yet fine-grained configuration, 
monitoring, enforcement and auditing of internal network 
security policies for compliance purposes. 

PO 8.4 – Privacy, Intellectual Property and 
Data Flow: Ensure compliance with privacy, 
intellectual property, trans-border data flow and 
cryptographic regulations applicable to the IT 
practices of the organization. 

Using IPScan, network and security officers can be 
alerted to any unauthorized access attempted on the 
enterprise-wide Ethernet and IP backbone network. 

PO 9.3 – Risk Identification:  Define a process 
for risk assessment and cause/effect 
relationship. 

Organizations can assess the risk associated with policy 
changes by tracking their enforcement in real-time and 
monitoring attempted violations of the organization's 
network access policy. 

 
 
 
COBIT Section:  Acquisition and Implementation 
COBIT Objective IPScan Solution Capabilities 
AI 6.3 – Control of Changes:  Ensure proper 
integration between change management, 
software control and distribution and a 
comprehensive configuration management 
system. The monitoring system should be 
automated to support the recording and 
tracking of changes made to large, complex 
information systems. 

IPScan monitors and enforces network access policy in 
real-time across the entire network, so that policy change 
is never disjoint from policy enforcement in the network.  
In addition, all device access changes are recorded for 
audit trails over time. 

 
 
 
 
 
 
 
 
 



 

COBIT Section:  Delivery and Support 
COBIT Objective IPScan Solution Capabilities 
DS 5.7 – Security Surveillance:  Security 
activity should be logged and any security 
violations should be reported immediately to all 
relevant parties, internally and externally, in a 
timely manner. 

IPScan monitors, alerts, enforces and records all access 
to the network, including unauthorized attempts. 

DS 5.10 – Security Violation Reports:  
Security violations and activities should be 
logged, reported, reviewed and appropriately 
escalated on a regular basis to identify and 
resolve incidents involving unauthorized activity. 

Organizations can use IPScan detailed user/device 
reports and real-time alerts to review attempted access 
violations and quickly escalate them.  Historical activity 
reports enable security officers to examine policy change 
activity. 

DS 5.11 – Incident Handling:  A centralized 
computer incident-handling platform should 
be established to address security incidents 
by providing with sufficient expertise and 
equipped with rapid and secure 
communication facilities. 

IPScan can be used to prevent downtime from IP 
address conflicts caused by unauthorized access 
attempts. 

DS 9.7 – Configuration Management 
Procedures: Configuration management 
procedures should be established to ensure 
that critical components of the organization’s 
IT resources have been appropriately 
identified and are maintained. 

IPScan allows network managers to view network access 
policy changes on an intuitive centralized console. 

DS 10.3 – Problem Tracking and Audit 
Trail:  The problem management system 
should provide for adequate audit trail 
facilities, which allow tracing from incident to 
underlying cause and back. 

IPScan can provide invaluable root cause analysis 
information of network issues caused by unauthorized 
access, by providing a complete audit trail of network 
device usage. 
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